Customer Proprietary Network Information (CPNI) Procedure Statement
Cloud One PBX LLC
1. Purpose
Cloud One PBX LLC. is committed to protecting the confidentiality and security of Customer Proprietary Network Information (CPNI) as required by the Federal Communications Commission (FCC) under Section 222 of the Communications Act. This document outlines the procedures Cloud One PBX LLC. follows to ensure compliance with CPNI regulations.
2. Definition of CPNI
CPNI includes information related to the quantity, technical configuration, type, destination, location, and amount of use of telecommunications services by customers. It does not include subscriber list information such as name, address, and telephone number.
3. Employee Training and Compliance
· Cloud One PBX LLC. trains all employees in the handling, protection, and authorized use of CPNI.
· Employees are prohibited from accessing or disclosing CPNI unless required for legitimate business purposes.
· Any violation of CPNI policies may result in disciplinary action, including termination.
4. Customer Authentication and Access Control
· Cloud One PBX LLC. authenticates customers before disclosing CPNI via telephone, online, or in-store interactions.
· Telephone access to CPNI requires authentication through a pre-established password or by sending information to the customer’s registered address.
· Online account access requires a secure login process with multi-factor authentication where applicable.
· In-person requests require valid government-issued identification.
5. Use of CPNI
· Cloud One PBX LLC. does not use CPNI for marketing purposes unless the customer provides explicit opt-in consent.
· CPNI may be used for billing, fraud prevention, and service-related notifications.
· CPNI is not shared with third parties unless required by law or with customer authorization.
6. Customer Rights and Notification
· Customers have the right to restrict the use of their CPNI for marketing purposes.
· Cloud One PBX LLC. provides annual CPNI notices informing customers of their rights and how to manage their CPNI preferences.
· Customers may change their CPNI settings by contacting customer service.
7. CPNI Breach Notification and Reporting
· In the case of a CPNI breach, Cloud One PBX LLC. follows FCC guidelines for reporting incidents.
· Customers will be notified of unauthorized access if required by law.
· The company maintains records of CPNI breaches and reports them to law enforcement as required.
8. Record Keeping and Audits
· Cloud One PBX LLC. maintains records of customer CPNI approvals, marketing usage, and access logs for at least two years.
· The company conducts annual audits to ensure compliance with CPNI policies and regulatory requirements.
9. Enforcement and Penalties
· Any employee found violating CPNI policies will be subject to disciplinary actions, including possible termination.
· Cloud One PBX LLC. complies with all regulatory enforcement actions and may be subject to fines for non-compliance.
10. Contact Information
For questions or concerns regarding CPNI policies, customers may contact: Cloud One PBX LLC. Support
Email: support@cloudonepbx.com
Website: https://www.cloudonepbx.com
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